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“ATTENTION RADVISION CUSTOMERS - HACK ATTACK”

7/19/01

Please be advised that it has been brought to our attention that there is a hack attack going on with port 80 that is affecting our networking products.

We have several customers that have been losing network connectivity with multiple OnLAN MCU’s and viaIP products with Web Servers.  The virus is IDA ISAPI.  It attacks Web servers by sending fragmented packets and overrunning the buffers, thus giving the attacker root access to the machine.
 

RADVISION OnLAN series products are vulnerable to this attack in two ways.  First, they run a web server, so traffic to port 80 overloads the boxes.  The attack does not compromise the box, but it does cause the box to crash.  Second, VxWorks IP stack is very sensitive to broadcast traffic and will crash in the face of too much network chop.  This virus increases that traffic and thus pushes the OnLAN’s closer to the edge.
 

The viaIP ECS is vulnerable because it uses Microsoft IIS.  We have found that you can go to Windows host that is running ECS and disable IIS.  This does prevent you from accessing the user interface to the gatekeeper, but the gatekeeper itself continues to run, processing RAS and call signaling.  This is a temporary measure for sites under attack.
 

Users may wish to block port 80 access to their RADVISION gear as another temporary measure.

Thank you for your understanding.  When we receive further word from our R&D group we will send out another mailer with the recommended fix.

Sincerely,

RADVISION Networking Products Support
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