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“ATTENTION RADVISION CUSTOMERS - HACK ATTACK”

7/19/01

Please be advised that it has been brought to our attention that there is a hack attack going on with port 80 that is affecting our networking products.

We have several customers that have been losing network connectivity with multiple OnLAN MCU’s and viaIP products with Web Servers.  The virus was originally called IDA ISAPI.  Now there is an official CERT advisory on it, and it is being called Code Red.  While the advisory states that its primary purpose is defacement, in practice the local system context (basically root level access) the exploit permits, and its method of spreading make it a very effective denial of service attack as well.  In short it attacks Web servers by sending fragmented packets and overrunning the buffers, thus giving the attacker root access to the machine.  The advisory, found at http://www.cert.org/advisories/CA-2001-13.html , states this worm is exploiting this vulnerability. 

RADVISION OnLAN series products are vulnerable to this attack in two ways.  First, they run a web server, so traffic to port 80 overloads the boxes.  The attack does not compromise the box, but it does cause the box to crash.  Second, VxWorks IP stack is very sensitive to broadcast traffic and will crash in the face of too much network chop.  This virus increases that traffic and thus pushes the OnLAN’s closer to the edge.

RADVISION viaIP ECS series product are also vulnerable because it uses Microsoft IIS.  We have found that you can go to Windows host that is running ECS and disable IIS.  This does prevent you from accessing the user interface to the gatekeeper, but the gatekeeper itself continues to run, processing RAS and call signaling.  This is a temporary measure for sites under attack.  A patch is available from Microsoft and can be obtained at http://www.microsoft.com/Downloads/Release.asp?ReleaseID=30833 .  Since this is a root level compromise Microsoft recommends all web server administrators apply the patch. Reference http://www.microsoft.com/technet/treeview/default.asp?url=/technet/security/bulletin/ms01-033.asp for the full details.  This patch can be loaded on any standalone servers that are running the ECS StandAlone product.  RADVISION is currently investigating the use of this patch on our asNT blade.  We will confirm the use of this patch and follow this letter with an update on what to do next.
Users may also wish to block port 80 access to their RADVISION gear as another temporary measure.

Thank you for your understanding.  When we receive further word from our R&D group we will send out another mailer with the recommended fix.

Sincerely,

RADVISION Networking Products Support
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